Section 1 – General

1-1. Purpose

a. To establish Directorate of Training (DOT) policies, procedures, and doctrine pertaining to microcomputers and Unclassified Sensitive Level 2 (US2) data contained therein and to provide general and technical information.

b.  To provide general and technical information and guidance for the daily operation of microcomputers and the handling of US2 data.

1-2. References

Appendix A contains a consolidated list of references, as well as references listed for specific functional areas.

1-3. Proponent

Overall proponent for this publication is the DOT Automation information Office (IASO).

1-4. Use

a. The DOT and all sub-activities will utilize these computer systems to process general, as well as specific data relating to typical DOT functions and missions.  At no time will any of this data be classified information.

b. This SOP is applicable to all DOT personnel.  Should a conflict arise between this SOP and AR380-19, regulatory guidance as provided in AR 380-19 will always be given priority.

1-5. Distribution

This SOP may be distributed at all levels within the sub-activities of DOT.

Section II – Responsibilities

The following automation hierarchy provides users with the best possible support within an automated environment.

2-1. Directorate Level.

The Directorate IASO maintains operational control functioning on behalf of the Director, DOT. The IASO is the central point of contact and principal advisor of the DOT for all automatic data processing (ADP) and information management (IM) issues.  Basic duties are divided into three categories:  hardware support, software support and administration.  The overall scopes of IASO duties are not all-inclusive and can change with organizational requirements and mission.

a. IMO hardware support responsibilities:

(1) Identify required automation    and communication equipment and features.

(2) Determine hardware requirements based on proponent mission requirements.

(3) Assist user during equipment installation.

(4) Diagnose/identify and trouble shoot equipment failures.

(5) Repair equipment when possible 

(6) Coordinate required maintenance action with the Directorate Of Information Management (DOIM is the responsibility of automation staff.

(7) Perform network system administration in organizations having local or wide area networks.

b. IMO software support responsibilities:

(1) Evaluate commercial software usability (before buying) based on organizational requirements.

(2) Provide technical and functional evaluations on proposed non-commercial software to activity managers.

(3) Install software and application programs.

(4) Troubleshoot software errors and correct errors when possible.

(5) Provide organizational end user assistance on back-ups, file maintenance, and other software support.

(6) Report and coordinate required software

c. IMO Administrative duties

(1) Formulate organizational level long and short-term automation plans.

(2) Report organizational long and short-term automation requirements and plans to the DOIM.

(3) Keep a current organizational base-line survey (inventory) of all automation equipment and software.

(4) Develop organizational automation capability requests (CAPR’s) and purchase requests and commitments (PR&Cs) and submit to DOIM for approval

(5) Report and arrange for turn-in of all unused, obsolete, or transition equipment and software.

(6) Ensure automation security measures are followed, as outline in AR380-19.

(7) Perform contract officer representative (COR) duties on proponent organization generated automation contracts.

(8) Attend DOIM information management support council (IMSC) meetings and IMO training classes.

(9) Keep commanders/directors informed concerning all automation related issues and provide advice concerning all automation operations.

2-2 Division Level.

Each division level information systems security officer (ISSO)  will maintain operational control for their division on a routine daily basis, functioning on behalf of the division chief.

a. ISSO duties and responsibilities:

(1) Ensure systems are operated and maintained according to this SOP and AR-380-19.

(2) Report immediately to the IMO any attempt to gain unauthorized access to information, any system failure, or suspected defect which could lead to unauthorized disclosure. 

(3) Report security incidents and technical vulnerabilities to the IMO according to AR380-19 AND AR 380-5.

(4) Issue and protect system and network passwords.

(5) Repair equipment when possible (this duty is limited, review paragraph 1-13).

(6) Coordinate required maintenance actions with the IMO.

(7) Install software and application programs.

(8) Troubleshoot software errors and correct errors when possible.

(9) Provide organizational end user assistance on back-ups, file maintenance, and other software support.

(10) Ensure automation security measures are followed, as outlined in AR 380-19.

2-3 Building Level.

For those divisions that have multiple buildings, each building will have a designated ISSO. For responsibilities, see duties and responsibilities listed for division level ISSO.

2-4 Network Security Officer

The NSO will be responsible for the following:

a. Establish a procedure to control access and connectivity to the network.

b. Ensure that measures and procedures used at network nodes fully support security integrity of the network and comply with applicable directives.

c. Report security incidents and technical vulnerabilities to the IMO according to AR 380-19 and AR 380-5.

d. Issue and protect network passwords.

e. Troubleshoot software errors and correct errors when possible.

f. Provide organizational end user assistance on back0ups, file maintenance, and other software support.

g. Ensure automation security measures are followed, as outlined in AR 380-19.

Section III – Procedures

3-1. User Responsibilities 

All computer users will be aware of Directorate Automated Information Systems (AIS) security procedures and will report to their supervisor or ISSO any suspected abuse or violation of these procedures.

a. No user will make any unauthorized copy of a data file or files containing privacy act information.

b. Access to microcomputers will be limited to the designated users within a particular division, or further restricted as directed by each division chief.   An official list will be posted in plain view or attached to the monitor of each machine.

c. Users will take care to arrange the physical layout of workstations and monitors as to prevent the unauthorized viewing by personnel visiting DOT during duty hours.  Personnel not assigned to DOT should not be allowed to wander freely through any buildings.  Division chiefs will establish policies to ensure that visitor access is controlled during the noon hour and other times when the majority of assigned personnel are temporarily absent.

3-2. Daily Automation Procedures

All computer users will practice proper operational procedures when conducting work on any directorate AIS.

a. The system will always be “brought up” by first plugging in the station protector into a proper wall outlet.  Next, flit the “on switch” which is part of the station protector.  This will bring up the entire system as well as any associated peripheral.  If any problems are encountered during this process, notify the ISSO immediately.

b. Users are responsible for ensuring that consistent backups of all mission essential data re made.  Loss of data due to system problems can be kept to a minimum by practicing proper back-up procedures.

c. At the end of each user sessions, the user will ensure that all applications are closed properly.  It is recommended that before turning off the computer system, the user first exit windows and return to the MS DOS prompt.  If  not done, a temporary file will be created with an image of the state of Windows at the time of exit.  Theses temporary files take up unnecessary space on the hard drive and can ultimately slow system processing.  If the user does not anticipate further usage of the system, the user will ensure that the system is unplugged from the wall outlet.

Section IV – Computer Security

4-1. Software Security

a. Safeguards implemented in software will protect against compromise, subversion, or unauthorized manipulation.

b. Only software that has been specifically developed or approved for use, or has been purchased or leased by an authorized U.S. Government representative, will be used with an DOT AIS.

c. Public domain, shareware, or other privately purchased software will not be used on an DOT AIS unless approved locally under AR 25-1 by the DOT IMO or Fort Gordon DOIM.

d. Each DOT AIS will include an identified set of executable software that is authorized to be run on that AIS.  Such software will be protected from unauthorized modification.  A copy of this documentation will be maintained with the DOT IMO.

e. Valid documentation will support software used by individual users.  Only personnel performing official duties should be allowed access to this documentation.

f. Management controls will be enforced for all authorized operational software.  The master copy of all software must be safeguarded.  A back up or working copy will be made of all authorized operational software and utilized to perform installations.  Installations of new software must follow vendor-licensing specifications and will not violate any contract or site license agreement.  The back-up copy should be tested to ensure a true duplicate of the original was made.

g. Unauthorized reproduction of copyrighted software violates federal law and policy established by AR 27-60, Patents, Inventories, and Copyrights and AR 310-1, Publications, Blank Forms, and Printing Management.  As such, appropriate disciplinary action may be taken against any person found in violation of these polices.  Additionally, individuals violating the copyright act may be found personally liable for such actions and be subject to prosecution by the software owner.  Commercial software may only be copied when expressly permitted by vendor license agreements.  Software in the public domain is not copyright protected and will be addressed under separate policy guidance.

h. When several computers operate as terminals on a network sharing software and data, there must be an original copy of the software for each terminal user, unless otherwise specified in vendor license agreement.

i. No commercial software will be removed from the organization without written approval from the IMO

j. Government owned commercial software would not be used for private purposes unless otherwise specified.

k. Privately owned software will not be used on government owned equipment.  An exception to this policy may be granted if approved by the IMO and a copy of the exception approval for warded to the IMO for inclusion in the accreditation documentation.

l. Licensed software will be properly registered with the supplier.  For network operation, a single point of contact will be established to distribute software updates to users.

m. The IMO will establish inventory procedures to account for all copyright software; as a minimum, inventory every six months.  A central point of contact should be established to reduce duplication.  When license agreements permit, it would be beneficial to all ISSO’s to know what multi-user software exists within the directorate.

n. Unless vendor license agreements specify disposal procedures for obsolete software, the obsolete diskettes will either be shredded or burned and destruction recorded on informal memorandum with the software inventory.  Obsolete software will be stored in a secure place.

4-2 Physical Security

a. Due to the relatively small size of microcomputers and their portability, they are highly vulnerable to theft.  It is imperative that these systems have adequate physical security when office areas are unoccupied, especially during non-duty hours.

b. AIS that do not have classified files or non-removable media will be secured in a locked office or building during non-duty hours, or otherwise secured to prevent loss or damage.

c. A good key control policy must be in place within each division to ensure maximum protection is provided for these systems.

4-3 Procedural Security

Procedural security measures listed below are an integral part of each AIS security program.

a. All passwords will be maintained and controlled by the PMO ISSO.  The PMO ISSO oversees the issuance process of all net work generated passwords.  The PMO ISSO will coordinate all password generation through the DOIM.

b. Users are responsible for ensuring the safeguard of personal accounts and passwords.  Knowledge of individual passwords will be limited to a minimum number of persons and passwords will not be shared.  Passwords will only be issued if the user has authorization to access the system and performs required functions.

c. At the time of password issuance, individual users will be briefed on – 

(1) Password classification and exclusiveness. 

(2) Measures to safeguard passwords.

(3) The prohibition against disclosure to other personnel.

4-4. Personnel Security

All personnel who manage design, develop, maintain, or operate AIS will undergo a training and awareness program consisting of –

a. Initial security training and awareness briefing for AIS managers and users.  This briefing can use training material governing information systems security in general, but must also be tailored to the systems the employee will be managing or using.  The briefing will cover as a minimum –

(1) Threats, vulnerabilities, and risks associated with the system.  Under this portion, specific information regarding measures to reduce the threat from malicious software will be provided, including prohibitions on loading unauthorized software, the need for frequent back-up, and the requirement to report abnormal program behavior immediately.

(2) Information security objectives; that is, what it is that needs to be protected.

(3) Responsibilities associated with system security.

(4) Physical and environmental considerations necessary to protect the system.

(5) Emergency and disaster controls.

(6) Authorized system configuration and associates configuration management requirements.

b. Periodic security training and awareness which may include various combinations of

(1) Self-paced or formal instruction.

(2) Security education bulletins.

(3) Security posters.

(4) Training films and tapes.

(5) Computer-aided instruction.

4-5 Environmental Security

Environmental security measures must be accomplished to ensure that all physical AIS resources face minimal risk. Smoke, dust, and other contaminants can easily damage many of the components of a small computer system.  Measures to reduce environmental hazards include the following –

a. Keeping clean areas in which computers are located.

b. Not permitting eating, drinking, or smoking in the immediate area of the computers.

c. Keeping computers away from open windows, direct sunlight, radiators and heating vents.

A copy of the workstation area restrictions will be posted in all areas housing automation equipment.

Section V – Maintenance

The DOT maintenance coordinator (DOT IMO) will be notified immediately if there are any problems with hardware or software.

5-1. Hardware Maintenance

a. All hardware problems will be repaired by DOIM or DOIM- designated technicians. A DA Form 2407 will be completed on the defective equipment.  It should be taken to DOIM, bldg 34406, unless otherwise specified.

b. Under no circumstance should any user open an AIS to install or remove any piece of hardware.  Doing so could violate contract agreements and void such contracts.  Contact your supporting ISSO or the IMO for maintenance assistance or advice.

5-2 Software Maintenance

a. All software problems should be brought to the attention of the DOT IMO.  Software problems can be eliminated if users are properly trained to utilize the system.

b. Diskettes, diskette files, paper, ribbon, ink, etc will be procured through the activity supply system.

c. Software diskettes are precision recording media and can be easily damaged.  The following procedures on diskette use must be enforced –

(1) keep diskettes in sleeves or holders when not in use.

(2) Keep diskettes away from magnetic fields

(3) Do not touch the exposed area on the diskettes.

(4) Keep away from sun, extreme heat, and cold.

(5) Store vertically to avoid pressure to the sides.

(6) Do not write on diskettes or label using a hard pen/pencil.

(7) Do not expose to dust, smoke, or ashes.

(8) Protect from theft; secure properly.

d. A back-up copy from each production program and data files diskette is recommended.  Once an initial back-up copy of the entire program diskette is made, it is necessary only to periodically back-up the data files within each program.  This is determined by users; however, it is recommended to back-up all data files at least weekly.  It is further recommended to store all data on diskettes rather than hard drive.  If diskettes are properly stored, this provides the system more security.

e. If the back-up diskette is to be used, another copy will be created before use.  The paper copies and back-up diskettes will be maintained IAW the modern army record keeping system (MARKS) and stored in a different location than the originals, in case of fire or disaster, under the continuity of operations plan.

Section VI – Automation Training 

Internal training will be conducted periodically in DOT on an as needed basis for refresher or new systems training.  Training outside the directorate is conducted periodically on a wide variety of automation subjects and will be available to personnel who require such training.  Presently, the computer science school and regimental officers academy sponsor classes ranging from basic automation skills to network management. For additional information on classes offered, contact your ISSO or DOT IMO

Section VII – Privately Owned Computers

In accordance with AR 25-1, paragraph 5-4, the use of employee owned computers and software to process government related work at the work site is discouraged.  However, the activity head, as appropriate, may approve or disapprove the use of employee owned computers to perform work at work site after technical review and approval by the installation DOIM.  If approved, the system will accredited under a separate accreditation plan.

Section VIII – Off Site Processing

Laptop computers may be taken off the government work site to process Army- related work.  The accreditation must address all aspects of security and must specifically indicate the approved processing location, the work site and TDY locations are the only DOT approved work locations.  These computers may connect via modem to other computers or host servers to process unclassified data in connection with the above mentioned work sites.

a. Licensed copyrights for software are to be strictly observed.

b. Government related work processed on the laptop, regardless of related resources, is the property of the U.S. Government.

c. No classified information may be stored or processed on the equipment.

d. The laptop will be used only in the stand alone configuration when used off site.

e. For off site processing of government related work, a Memorandum for Request and Approval of Off-Site Processing is required. The form must be signed by the division chief or his/her designated representative.

f. Laptop personal computers (PCs) are high dollar value items and will afforded the maximum physical protection attainable when taken off site.

g. The individual division hand receipt holders for the laptop PCs must be made aware of the submission of all requests for off site processing. It is highly encouraged that the laptop PCs be hand receipted to the user level.

h. This policy letter is not intended to present a blanket approval for off site processing, but rather outlines the procedures to be used to evaluate each individual request for such permission.

 Section IX – Internet Usage

9-1. Definition

The International Network (INTERNET) refers to the world’s largest computer network connecting thousands of networks worldwide and having a “culture” based on simplicity, research and standardization based on real-life use. Much of today’s leading-edge network technology came from the INTERNET community.

9-2. Connectivity

Access to the INTERNET for Fort Gordon users is provided via the National Information Protocol Router Net (NIPRNET). Until trunking between Fort Gordon and be NIPRNET is upgraded, access to the INTERNET must be severely limited. IMOs can best restrict access by not loading web browsing software packages.

9-3. Fort Gordon Home Page

Home pages, also known as Worldwide Web (WWW) service, provides information about the function or activity of a facility for the “outside world”. The USASC&FG Public Affairs Office (PAO) is responsible for the establishment and maintenance of the Fort Gordon Home Page.  As well, the PAO must approve all information published on the Fort Gordon Home Page. It must be remembered that whatever is place on the service will be accessible world-wide, immediately upon release, so the impact or the information is potentially very high. Provisions of DoD Directive 5230.9, “Clearance of DoD Information for Public Release,” April 2, 1982, must be satisfied prior to making any information available to the public, whether it be for placement on a publicly accessible computer server, or, in response to electronic mail queries from the general public. Also, remember, the audience for a home page includes the general public, and information should be presented in a manner understandable to them.

9-4. Equipment Requirements

a. Software. Netscape or Mosaic

b. Hardware. 386 or better computer with access to LAN or MODEM card.

9-5. Specifically Acceptable Use Policy

a. Connect to institutions/activities that provide information specifically related to assigned function.

b. Communicate with vendors to Fort Gordon for purposes of official business.

c. Obtain patches and other software updates from vendors from whom support has been purchased, provided the software is appropriately validated and authenticated.

d. Obtain software from other sources provided such software is obtained, verified, authenticated, and installed in accordance with existing security policies.

e. Research issues relevant to official business.

9-6. Conditionally Acceptable Use Policy

a. To “browse” through the INTERNET during normal duty hours (based on a case by case basis).

b. Participate in forms, news groups, and other information exchanges for the purpose of improving their professional knowledge or skills.

c. Access academic computing facilities by individual taking courses.

9-7. Unacceptable Use

a. Commercial or business use.

b. Use of the network to engage in illegal or unethical activities.

c. Incurring civilian charges on a military telephone line to gain access to the INTERNET. (Use of a modem via the military telephone system into the civilian telephone network to gain access to the INTERNET is not cost effective use of communications funding.)

Looking for more documents like this one? AskTOP.net 
Leader Development for Army Professionals


